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WHY DID YOU LAUNCH A BUG BOUNTY PROGRAM? 

We launched a bug bounty program owing to our 
short delivery cycles. In the past, we conducted 
‘traditional’ penetration testing once a year. 
However, we have a lot of changes every month 

WHAT VALUE DOES BUG BOUNTY BRING COMPARED WITH 
TRADITIONAL CYBERSECURITY SOLUTIONS, SUCH AS 
PENETRATION TESTING?

It’s the return on investment. The opportunity to 
pay based on results is very important for a small 
organisation like ours with limited budgets. With 
traditional penetration testing, we have to pay 
even if nothing is found. Our last penetration test 
cost around €8,000 and no major vulnerabilities 
were reported. 

After two months running this latest program, 
dozens of security flaws were reported, including 
some critical vulnerabilities never reported using 
previous audits. This was achieved with a reward 
budget approximately half that of a single audit. 

I would also mention diversity: penetration testing 
is too ‘academic’ and doesn’t meet our real needs. 

Most penetration testers run tools and tick boxes. 
As a result, too many vulnerabilities are left 
undiscovered. The diversity of hunters and their 
range of skillsets make a big difference.

Lastly, the model is very flexible. Take scope 
evolution, for example. With a traditional 
penetration test, a scope is defined in advance: if 
you want to change anything, you have to pay again 
for another audit. Now, with bug bounty, we can 
fine-tune the program over time, adding products 
or URLs to the scope. This is key to us.

to our scopes and could not wait 12 months for 
the next audit. Bug bounty enables us to carry out 
continuous checks, for each release, update, and 
new delivery.



IS THERE ANYTHING ELSE 
YOU’D LIKE TO MENTION? 

WHAT’S NEXT? 

Bug bounty is also a key selling point for our sales 
team, especially with large accounts that require 
stringent security guarantees. Bug bounty is now 
automatically included in our sales presentations 
to large accounts.

We will expand the program to our APIs and mobile 
apps.

DO BUG BOUNTY PROGRAMS 
SPELL THE END FOR 
PENETRATION TESTING? 
OR WILL THEY REMAIN 
COMPLEMENTARY? 

As a trusted digital service provider, we have to run 
penetration tests to meet regulatory requirements. 
So, we have no choice but to continue with 
traditional audits. However, if we were in an 
industry not subject to such regulations, there’s no 
question we would only use a bug bounty platform. 

This year, we will cite bug bounty in our certification 
process, making the case that bug bounty is 
equivalent to intrusion testing – and actually more 
effective.



Founded in 2015, YesWeHack is a Global Bug Bounty & VDP Platform.

YesWeHack offers companies an innovative approach to 
cybersecurity with Bug Bounty (pay-per-vulnerability discovered), 

connecting tens of thousands of cybersecurity experts (ethical 
hackers) across 170 countries with organisations to secure 
their exposed scopes and reporting vulnerabilities in their 

websites, mobile apps, infrastructure and connected devices.

YesWeHack runs private (invitation based only) programs and 
public programs for hundreds of organisations worldwide 

in compliance with the strictest European regulations.

In addition to the Bug Bounty platform, YesWeHack also offers: 
support in creating a Vulnerability Disclosure Policy (VDP), a 

learning platform for ethical hackers called Dojo and a training 
platform for educational institutions, YesWeHackEDU.
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https://www.yeswehack.com/
https://www.yeswehack.com/contact/

